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NDCANDCA

1.1. Legal frameworkLegal framework (2000)

2.2. TechnologyTechnology based on cryptography, digital 
certificates and digital signature (E(E--
commerce, Ecommerce, E--banking, Ebanking, E--govgov,,……))

3.3. Trusted Third PartiesTrusted Third Parties (Certification 

Authorities): security policy and procedures, 
standards, CP and CSP,…

4.4. Crypto tools approvalCrypto tools approval
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TunisianTunisian PKIPKI ArchitectureArchitecture
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IT security evaluation

● An IT product : is it secure?

● No ? We can only prove the insecurity.

● What could we do?

● We can setup confidence degrees in the product security.

● How could we do?

● A methodology for developing secure products (architecture, 
implementation, design, development (product + environment), 
security guidance, testing… )

● A methodology for security evaluation (security specification 
documents, Evaluation technical reports, standards (e.g. crypto)).

● Vulnerability assessment

● Penetration testing  
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Target audience

● Consumers 

● They identify security needs from risk analysis, ...

● They use evaluation results to help decide if the TOE fulfills their 

security needs.

● Developers

● They use specifications in STs and PPs to develop conformant TOE

● Evaluators  

● CC provides means of evaluation and methodology. 
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CC structure

● CC part I : Introduction and general model

● CC Part 2 : Security functional requirements

– Catalogue of security requirements classes

● CC Part 3 : Security assurance requirements

– Catalogue of security assurance classes

● CEM : Evaluation methodology

– Methodology for technical reports, roles in and between schemes,…
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CC portal

www.commoncriteriaportal.org
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CCRA
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Evaluation context (1/2)

● Evaluation authority : 

● Sets the standards, administers the regulations, to which the 

evaluators and evaluation facilities must conform.

● The CC does not state requirements for regulation.

● CCRA is an example of regulatory framework.

● The need for expertise is necessary. 
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Evaluation context (2/2)

Arrangement : international 

recognition

Scheme

Sponsor

Developer

ITSEF :

Evaluation 

centers

Certification Body

CCRA
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Security concepts and relationships
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Evaluation Concepts and relationships

Owners of assets : 

- lack of expertise, knowledge, resource to 

prove correctness of countermeasures 

- Developer claims about 

countermeasures are not sufficient

=> they order evaluation of 

countermeasures.
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Definitions (1/2)

● TOE = IT product, a part of an IT product, a set of IT products.

● Representations of a TOE : 

● A single master copy that just have been compiled

● An installed and operational version

● Configurations :

● A TOE must verify security requirements  so it must allow only configuration or configurations 

that do not differ in security relevant ways 

● E.g. The administrator does not need to be authenticated # (contradiction)

● That's why we say CC is constraint by a configuration.

● TOE guide is different from IT product guide (TOE guide treats only certain configurations that 

verify security requirements).
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Definitions (2/2)

● Functionality (SFR) : 

● Defines the TOE security needs for the TOE.

● Assurance (SAR) :

● Assurance needs.

● Confidence degree in the enforcement of the security 

objectives of a TOE � Correctness & Effectiveness.

● Documents to write needs :

● ST : Security Target

● PP : Protection Profile
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General View

SPD

OBJ

CC SPEC
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Process (1/3)

Write a PP

A consumer

e.g.

government

Assurance
no
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Evaluated

PP

Evaluation

ITSEF 

Government CB
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Process (2/3)

Evaluated

PP

Write ST Evaluation

ITSEF 

Government CB

Assurance

Evaluated ST

no

yes

conformance
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Process (3/3)

Evaluated

PP

Evaluated ST
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PP & ST content
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Assurance
● Assurance is based on evaluation

● CEM defines 4 levels of assurance in the EAL packages.

● But we can go up to EAL 7.

● It depends on how conducted the vulnerability analysis.

● EAL1 : functionality tested

– TSF testing using TSFI and vulnerability analysis from public domain.

● EAL2 : structurally tested 

– design infos : basic architectural infos

● EAL3 : methodically tested and checked 

– vulnerability analysis based on architecture of the TOE

● EAL 4 : methodically designed, tested, and reviewed

– Implementation  

● EAL5-7 : Semi formal and formal testing and verification
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EAL summary
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Vulnerability analysis (1/2)

● Vulnerability : a weakness in the TOE that can be used to 

violate the SFRs in some environment.

● Vulnerability analysis : a systematic search for 

vulnerabilities in the TOE and an assessment of those 

found to determine their relevance for the intended 

environment for the TOE.

● Penetration testing : A testing carried out to determine 

the exploitability of TOE potential vulnerabilities
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Vulnerability analysis (2/2)

● Attack potential factors : 

– Time elapsed to identify an exploit.

– Specialist technical expertise required.

– Knowledge of the TOE design and implementation.

– Hardware/software required to perform exploitation.

– Window of opportunity
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Attack potential calculation
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Conclusion

● A complete IT security standard.

● Complex.

● Legal framework : requires a national scheme 

setup.

● International recognition framework : CCRA : 

between countries, !!!

– Consumer participant application.

– Authorizing participant application.
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Thank you

Questions?


